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SHORT FORM Q vv »»*" "*« ihon rorm ,s "" !lc P 38 ^ revicw a"™"" 1 * «"■* f *" uest a"* 140 " 91 ^onnauon before ramie* a (fceisio*. 
EXPANDED ITI addlUonnl popes In Ihc wpandrtl form if yim feel mnrv information will be necessary tor the eomnuiice to reach a decision. 

1 Title of Invention: a VWhrd far Sn-nrriv Bmdi fl ._. Us^c 1a. Key Worts: Digital Rights Management (DRM>. Digital Content. 

^ A . _ _ . — « ^- — f lank f" Arleiaa«t%l^ 

Rules to Digital Content 



2 Primary Of contact point inventorls) (u«q vrmr r»» nrst. mirfrlu» and last mime*. Use page 2 of the expanded dwciMurc form for ramrthuting inventor*.. 
^as 5. Messages ^? " 77 ^Z^^ AE575 IL02Rm27l2 847-576-5827 
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3. What was the problem(s) to be solved by the invention or what was the need(s) tor the invention; 
The popularity oi «li^it:%l cunlenl. Mich as MP* music files, clix-lmiiic gnnwK. ;uul IWI> movie*, is growing al :i tremendous rate. Portable, 
wireless Jcmccs -ire on ihc verge o| making access lo litis Uttfiial conieni easier than ever. I'onicni owners, however, are worried, that with 
the .uUent nl these new devices, iheif digital content utll become more susceptible iti illicit copying and distribution. In onicr i« nvnid 
widespread piracy, like that prevalent on lite Internci le.u.. Napsten. there is a need for secure method* to distribute electronic content that 
are run subject lo.ibuse. 

D15j1t.il Rights Management il)KM> is .i popular phrase used to describe the protection of rights and Ihc management of rules related 10 
accessing ind processing digital informal inn. These rights ami rules govern various aspects of a digital object, such ;w who owns the object, 
how and when an ohteel can be accessed, anil how much an ob|eei may cost. Content m%nvi% hope to use a secure, tamper- resistant DRM 
system Ui entoree the rules associated with a digital object. It lite rules say that a digital song cannot he copied, then Ihc DRM system will 
not copy n Likewise, if the rules say thai plavtmia DVD movie will cost S3, then the DRM system will debit the consumer's credit card by 
> * Hackers should not be able lo overcome the enforcement of these rules or alter the content associated with these rules. In paniculnr. 
hackers should mil be able lo alter digital objects or their rules without detection. 

The problem of protecting digital objects and their rules is not straightforwurd. Hackers will likely have direct access to the digital objects 
and the rules. Por example, objects and rules may be stored on the disk drive of u PC where they can be readily accessed by an editing 
pfoiiram. Therefore, since hackers will he able lo casil> chance bus in the digital objects or the rules. Ihe DRM system will need to detect 
Mich clwnges 

The st/e of the digital ob|cet can hevome very large. For example, compressed digital stings are typically 3 to 5 MbiLs and DVD movies can 
be orders of magnitude larger. Verifying Innl * ,u -' n *' ,ar S c object has not been altered can be very time consuming. Our invention 

siiUcs ihis prnhlem by providing ;in ctTiciuni method lo delect changes in d-eital nbjccLS ;ind iheir jssneiated usage rules. 
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4. What is the prior art, and why doesn't it resolve the problem(s) or fulfill the need(s); 

In our situation, che content and usage rules constitute a digital object that we refer to as a "content package" A well-known prior-ar 
method for authenticating the integrity of a digital object uses a digital signature scheme to sign a cryptographic hash of the object. A pnoi 
art solution using a digital signature scheme and hash to protect digital content is depicted in Figure 1. According to Figure l t the first step i> 
to encrypt the content. The content is encrypted with a secret key to protect it from being used by anyone other than content purchaser. ThL 
encrypted content is then cryptograph teal I y hashed to produce Hash(£Q. This hash value is placed into the certificate CCert. The CCen 
certificate also contains the content's usage rules along with the content decryption key (hat is assigned to the content purchaser using 
public-key cryptography. Finally, a trusted authority digitally signs the certificate. 

Verifying the authenticity of a content package is simple. The first step is to verify the signature of the digital signature of CCerr. Once this 
signature is verified, the hash of the encrypted content is recalculated and compared to the value in the certificate. If digital signature is valid 
and the hash values match, then the content package is deemed authentic. The rendering of content can begin only after the content package 
has been authenticated. 

The main problem with this prior^art solution is that it can take too long to calculate the hash of the entire content package. A user of a 
content rendering device expects rendering t D begin immediately. After pressing the play button of an MP3 player, the song should stan 
playing with minimal delay. If the prior-art method is used, then the hash of the entire content needs to be calculated before the usage rules 
can be verified. This could be very time consuming. For example, the estimated time to compute the SHAI hash of a typical MP3 song, 
when using a 16 MHz MCore processor, is around 15 10 20 seconds. Clearly this is too long and a more efficient method is needed. More 
background on prior-art data authentication solutions can be found in standard cryptography textbooks such as: 

Douglas R. Stinson. "Cryprography: Theory and Practice," CRC Press. 1995. 

5. What Is the Invention being disclosed: 

Our invention eliminates the need to calculate the hash of the entire content package before rendering ihc content. Instead, the hush is 
calculated incrementally and verified as the content Is being rendered. 

Our invention is depicted in Figure 2. As in the prior-art solution ihe first step is to encrypt the content. Next, however, the content is .split 
into smaller "chunks". The cryptographic hush of each of these chunks is then calculated and stored into a "hash table". The entries of lite 
hush table are then hashed to create tin "overall hash". The overall hash is placed into rhe certificate CCert that is then signed by a rmsicd 
iiuthoriiy. 

The advantages of our scheme become apparent when authenticating the content package. Figure 3 shows that our authentication procedure 
begins with a verification of the hash table. The overall hash of the hash table is recalculated and (hen compared to the hush value in the 
CCart certificate. If the hash values agree and the signature on CCvrr is valid, then the hash table and its binding to the usage rules is 
verified, Since the overall hash is not over the entire conicm, but just ihe hash tabic, it can he quickly calculated. 

Once ihc overall hash has been authenticated, the hash of the individual chunks can he verified. Figure 4 shows our procedure lor verifying 
the authenticity of a chunk. The first step is to recalculate the hash table enrry of the chunk and compare it lo the actual hash value in the 
hash tabic. Since the hash table has already been authenticated, agreement of the hash values implies that the chunk is authentic. It should he 
noted that the computation of a chunk's hash is not as time consuming as computing the hash of the entire content package. Also, this hash 
value can be calculated in parallel to the chunk decryption. Thus, rendering can begin almust immediately. 

6. How does this invention resolve the problem(s) and fulfil! the need(s) in a new way: 
(Attach any drawings or diagrams you feel are accessary for clarification) 

The problem of authenticating digital content and its binding to usage rules was solved using a divide-and-conqucr appnuieh. Our invention 
calls for the authentication to be condueted in two phases. The first phase provides assurnnee that the hash table is authentic and bound to 
the certificate and rules. This phase can be calculated very quickly since only the hash of the hash table needs to be computed. By hashing 
the hash table, hackers are prevented from deleting, adding, or rearranging the content chunks. 

The second phase of our invention verifies the authenticity of every content bir. The hash of the content chunk is compared to the hash table 
entry to provide finul assurance that the content is bound to the certificate and rules. This hash can be calculated one chunk at a time, parallel 
to decrypiion. to enable immediate rendering. 

Our invention is even applicable to protecting extremely large content files (i.e., video). In this situation, the hash table can be very large and 
even calculating the overall hash becomes loo slow. Our invention, with a minor modification, can handle this problem by allowing the hash 
table lo be subdivided into chunks that are subsequently hashed and added to a secondary hash table. The resulting scheme then uses 
multiple layers of hash tables and a single certificate to authenticate all of the hash tables and the content. 

Overall, the disclosed invention provides an efficient means lo authenticate digital content and bind the content to usage rules. The security 
of our scheme is equivalent to prior art methods, white the efficiency is improved. 

7. Date of conception: January. 2001 and If applicable, date first built (or written) and successfully tested; 
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a. Produces) this invention may be used In: 
Future Motorola pagers, mobile phones, automotive entertainment systems, and set-top boxes that handle digital content such as music 
books, and video. 

9. Date the first offer for sale was made for a product Incorporating this Invention: 

None, but there arc plans to discuss our secure content distribution system with Vivendi/UniversaJ and Disney. 

10. Date the first disclosure of this invention was made outside Motorola without a nondisclosure agreement 
None. but disclosure during an SDMI meeting is being considered. 

11. Approvals: I) Technical Staff or Patent Liaison 2) Management {both required) - Signing this form attests to the fact tliat yon understand the hivemtot. 



a) 



^ Name/Signature 
^ C "fU.V tofefrN pMUtf) 
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Date: cZ/ff/fa-f Witness: -0^v% As-fA- 
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14. What is the business impact of having a patent on this invention, lor Motorola and/or competition: 

It is in Motorola's interest to ensure that their products uphold the emerging security requirements for managing digital data, while also 
providing for an enjoyable user experience for wir consumers. Our disclosed invention provides a novel method to improve a user's 
experience by ensuring that their content can be rendered without delays or interruptions due to annoying DRM requirements. 

Being first to market with a Digital Rights Management system that does not hinder the end user wilt secure Motorola .-; leadership in the 
industry. Other organizations may mandate the use or our solution, in which case financial gains can be made from licensing and royalty 
fees. In addition orders for our products can be expected to increase as a result of our name being tied to a secure and user friendly solution. 

15. Expanded description; list any additional details you feel would be helpful In describing the Invention: 



16. Additional details concerning the prior art related to this invention: 



Attach any backup documents or provide any other Information you feel would be helpful In determining the desirability of obtaining a patent on 
this Invention. Any attachments that are critical to the disclosure of toe Invention should be witnessed. 

See attached Figures I to 4. 
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Figure I. Prior-Art Method for Binding Encrypted Content to a Rules Cenif katc 
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Figure 2. Proposed Method Binding Encrypted Content to a Rules Certificate 
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Figure 3. Proposed Method lor Verifying a Content Package's "Hash Tabic" 
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Figure 4. Proposed Mefliixl for Verifying a Cmucm Package's Content "Chunks" 
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(g) Motorola Confidential Proprietary 

2000-575^1 February 2001 

and Larry Puhl, was submitted to the Motorola Corporate Patent Committee. This patent 
describes a DRM system using domains rather than check-in and check-out 

'a patent disclosure (CR00287M) dated February 15th, 2001 and titled "A Method for Securely 
Binding Usage Rules to Digital Content," by Tom Messerges, Ezzy Dabbish, Larry Puhl, and 
Doug Kuhlman, was submitted to the Motorola Corporate Patent Committee. This patent 
describes an efficient cryptographic hashing scheme for binding DRM rules to digital content 

A patent disclosure (CR0O288M) dated February 15th. 2001 and tided "A Method and System for 
Block Cipher Encryption Using a Large S-box, Potentially Keyed by a Stream Cipher," by Doug 
Kuhlman, was submitted tD the Motorola Corporate Patent Committee. This patent describes 
DECK, a content encryption algorithm, 

A patent disclosure (CR00289M) dated February 21th, 2001 and titled 4I A Method for Preventing 
Information Leakage During a Squaring Operation," by Tbm Messerges and Doug Kuhlman, was 
submitted to the Motorola Corporate Patent Committee. This patent describes an efficient method 
to randomize the squaring operation used in the DECK algorithm. 

Future Plans 

1 . Distribute the DECK white paper for further review and cryptanalyais, 

2. Develop a DRM demonstration system to show how a music can be securely distributed from 
a kiosk to Motorola products via Bluetooth. 

3. Continue writing a white paper titled "A Framework for Managing Digital Content in Motor- 
ola Products". 

4. Develop a presentation to describe management of digital content in Motorola's wireless 
products. 

5. Keep abreast of the security aspects of the SDMI activities. 

6. Keep abreast of watermarking technologies and how these technologies will impact Motor- 
ola's products. 

Responsible Engineers: Ezzy Dabbish 

Brian King 
Doug Kuhlman 
Yi Li 

Tom Messerges 
Dean Vogler 



Motorola Confidential Proprietary 
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($) Motorola Confidential Proprietary 

2000-575-01 Page 4 



Patent Status 

A patent disclosure (CR00286M) dated February 12th, 2001 and titled "System and Method for 
Secure and Convenient Management of Electronic Content," by Tom Messerges, Ezzy Dabbish, 
and Larry Puhl, was submitted to the Motorola Corporate Patent Committee. This patent 
describes a DRM system using domains rather than check-in and check-out. The concepts of this 
patent were filed in a provisional application on April 18, 2001. On June 22, 2001, the Motorola 
Corporate Patent Committee decided to pursue this disclosure. 

A patent disclosure (CRO0287M) dated February 15th, 2001 and titled "A Method for Securely 
Binding Usage Rules to Digital Content," by Tom Messerges, Ezzy Dabbish, Larry Puhl, and 
Doug Kuhlman, was submitted to the Motorola Corporate Patent Committee. This patent 
describes an efficient cryptographic hashing scheme for binding DRM rules to digital content. On 
June 22, 2001, the Motorola Corporate Patent Committee decided to pursue this disclosure. 

A patent disclosure (CR00288M) dated February 15th, 2001 and titled U A Method and System for 
Block Cipher Encryption Using a Large S-box, Potentially Keyed by a Stream Cipher," by Doug 
Kuhlman, was submitted to the Motorola Corporate Patent Committee. This patent describes 
DECK, a content encryption algorithm. On June 22, 2001, the Motorola Corporate Patent Com- 
mittee decided to pursue this disclosure. 

A patent disclosure (CR00289M) dated Februaiy 21th, 2001 and titled "A Method for Preventing 
Information Leakage During a Squaring Operation," by Tom Messerges and Doug Kuhlman, was 
submitted to the Motorola Corporate Patent Committee. This patent describes an efficient method 
to randomize the squaring operation used in the DECK algorithm. On June 22, 2001, the Motor- 
ola Corporate Patent Committee decided not to pursue this disclosure, but instead to send it to 
Motorola BCS for their consideration. 



T-871 P. 016/026 F-204 

& 

June 2001 



Future Plans 

1 . Continue the cryptanalysis and development of DECK software. 

2. Develop a DRM demonstration system to show how a music can be securely distributed from 
a kiosk to Motorola products via Bluetooth. 

3. Continue to consult with product groups and develop presentations describing content man- 
agement strategies for future Motorola products, 

4. Keep abreast of the security aspects of the SDMI activities. 

5. Keep abreast of watermarking technologies and how these technologies will impact Motor- 
ola's products. 

Responsible Engineers: Ezzy Dabbish Yi Li 

Brian King Tbm Messerges 

Doug Kuhlman DeanVogler 
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From: 
Sent: 
To: 
Cc: 



Juffembrudi Dan-ADJOOI 

Tuesday. July 24, 2001 3:14 PM 

Micfteite Larson (E-mail) 

Donlin LOO-ALD080; Nichols Oan^ECOROI 

FW: FedEx Shipment 79161 8B90230 



Michelle, 

We have sent you a Fed Ex package today and would like quotes on two additional patent 
applications for disclosures CR00286M and CR002B7M. One was already filed as a provisional 
application and we have also sent a copy of the provisional filing. 

The two are in the area of Digital Rights Management DRM. 
sometime when we speak in the future. 



j can explain the portfolio area 



Thanks, 
Dan 



Dan Juf fernbruch 
Division Patent counsel 
Motorola Law Department 
Corporate Offices 

1303 E . Algonquin Rd r Schaumburg, IL 60196 
847-538-3129; 775-806-3679 fax 
Dan . juf f ernbruch®motorola . com 

"Visionary companies like Motorola don't see it as a choice between living to their values or 
being pragmatic; they see it as a challenge to find pragmatic solutions and behave consistent 
with their core values." Built to Last, Collins & Porrae (c)1994. 

This electronic transmission (and any attached document) is for the sole use of the individual 
or entity to whom it is addressed. It is confidential and may be subject to attorney/ client 
privilege. Any further distribution or copying of this message is strictly prohibited. If you 
received this message in error, please notify me, and destroy the attached message (and all 
attached documents) , immediately. 

-Original Message- 

From: Karen Kaes-AKK019 [mailto:Karen_Kass-AKKOi99email.mot.com] 

Sent: Tuesday, July 24, 2001 2:17 PM 

To : Dan . Juf fernbruch 

Subject: FedEx shipment 791618890230 



KAREN KASS of MOTOROLA, INC sent MICHELLE LARSON of LARSON & ASSOCIATES 
a Standard Overnight FedEx Envelope. 

This shipment is scheduled to be sent on 24JUL01. 

The Bender included the following message: 

"Dan Juf fernbruch is sending copies today, via FedEx, of two disclosures x 

CR002G6M and CR00287M. He would like 

you 

to 

1" 

The tracking number ia 791618890230. 

to track this shipment online click on the following link: 
httpT //www. f edex . com/cgi-bin/tracking?tracknumbers=7916l8890230 
&action=track&language-englieh£cntry_code=us 



1 
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® 



July 24, 2001 

VIA FEDERAL EXPRESS 



Michelle Larson 
Larson & Associates 
221 East Church Street 
Frederick, MD 21701 

Dear Ms. Larson: 

Attached please find copies of two disclosures: CR00286M and 
CR00287M. Daniel Juffembruch would like you to look at these and submit an 
estimate for the costs of producing specifications for both cases. 

CR00286M was filed provisionally April 18, 2001. The documents filed 
with the case are attached. 

The inventors are all in Schaumburg and are the same on both cases with 
the exception of one additional Inventor on CR00287M. 

If you have any additional questions, please contact Dan at 847-538-3129. 

Very truly yours, 
MOTOROLA. INC. 

yWt- fa**? 

Karen Kass, Assistant to 
Daniel W. Juffembruch 
Patent Attorney 

DWJ: kgk 

: Leo Donlin 



Corporate Offices 

1303 E. Algonquin Road, ScbaumbuTg, IL 60196 (847) 538-3129 

Far No (MTl <?7rf-V7TO 
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Fham: KAREN *A6B <B47)S7B-63S4 
MOTOROLA, INC 
1303 E. ALGONQUIN ROAD 
IL01.3RD FIR 
SCHAUMBURG, IL,, 6DIBB 

To: MICHELLE LARSON (301)668-3073 
LARSON & ASSOCIATES 
221 East Church Street 

FREDERICK, MD, 21701 
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"♦WARNING: Use only the printed original lube! for stripping. Using □ photocopy of this label for shipping purposes is fraudulent and could result In 
addhbnnl billing charges, along with the cancellation of youf FedEx account number. 



Shipping Label 




1 . Use the "Print" feature from your browser to send this page to your laser or inkjet printer. 

2. Fold the printed page along the horizontal line. 

3. Place label in shipping label pouch and affix it to your shipment so that the barcode portion of the label can be 
read and scanned 

4. To print a receipt of your shipment, please click on "Shipping History." 



Ship a New Package 



Use of this system constitutes your agreement to the service conditions in the current FedEx, service GuWe, available upon request. 

FedEx will not be responsible for any claim fn excess of S 1 00 per package, whether the result of loss, toage, delay, non-delivery, misdelivery, or 
misinformation, unless you declare a higher value, pay an additional charge, document your actual loss and fl to a nmdy dwm. Umlailona found m the current 
FedEx Service Guide apply. Your right id recover from FedEm. for any loss, including imnnilc value of the pickup, loss of sales. ^ nwc^e mtercst. rjrertj, 
attorneys fees, coats, and other forms of damage whether direct, incidental, consequential, or special is limited to me greater of $ 100 or the authortted declared 
value. Recovery cannot exceed actual documented loss. Maximum for Items of extraordinary value is $500, e.g. jewelry, precious metals, negotiable mwrumenis 
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Donlin Leo-ALD080 



=rom: Juffemnruch DarvADJOOl 

Jent: Tuesday, August 14, 2001 4:01 PM 

f o: 'Michelle Larson' 

; C ; Nichols Dan-ECOR01; Oonlln L00-ALDO8O 

Subject: RE: Quotes 

Michelle, 

These quotes look good. See you in the morning. 
Dan 

original Message — 

Prom: Michelle Larson [mailto:michelleOlarsonpc.com] 

3enti Tuesday, August 14, 2001 1:24 PM 

To: Juffernbruch Dan-ADJOOl 

2c : Nichols Dan-ECOR0l; Michelle Larson 

Subject: QuoteB 

rhe following quotes include planned travel to visit the inventors. If not 
needed, the invoice will be lowered accordingly. 

2R002B6M $7,300 

CR002B7M $6,600 

CR0Q245M $6,700 
CML00031D $5,950 
CML00036H $6,450 
CML00032D $5,700 

CML00059-D $7,450 



I look forward to meeting you tomorrow. 

Best regards, 

Michelle Larson 

Larson & Associates, P.C. 

221 East Church Street 

Frederick, MD 21701 

301-668-3073 



1 
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Frora-HOTOROLA 



18475763750 



T-871 P. 021/026 F-2Q4 




Prom To:dabbiah Mon Sep 24 09:24:23 2001 
Datex Mon, 24 Sep 2001 9:24:23 CDT 
TO: dabbiehfSlabB.niot.com (Ez2y Dabbish) 
Subject: Week Ending 9-21-01 
Cc: yli@labs.mot.com (Yi Q. Li) 



- Completed three RMTR posters: 

TRUST, SDR, Domain diagram 
The final copy of all RMTR posters and handouts is on 
del tana : shared/ drm/ rmtr_2 001 

- Participated in RMTR tech fair. 



Short Term Plan: 



- Meet with Terri Hughes regarding EPC scrambling patent 



- Work with John Kroupa of GTSS to define and implement security for 
upgradable base station project. 

- Work with Alan Bok to get him started on integrating our security 
software with his Java system. 

- Review DRM specification for upcoming Nokia meeting. 

- work with Yi to define future DRM demonstration system goalB. 

- Revise the streaming section in our white paper. 





m 



mm 
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Froni-MOTOROLA 



18475763750 



T-871 P. 022/026 F-204 




Prom Tosdahbish Mon Oct 1 09 % 24 1 16 2 001 
Date: Mon, 01 Oct 2001 9:24:16 CDT 
To: dabbish@labB.mat.com (E22y Dabbish) 
Subject: Week Ending 9-28-01 
CC: yli@labs.mot.com (Yi Q. Li) 



- Worked with Terri Hughes to complete EPC scrambler patent, 
Doug and I reviewed the spec and worked on the claims. 
Terri is finalizing things and should have a new version 
for us to review this week. 



- Met with John Kroupa and Henry Pierce of GTSS to diBcuss 
their upgradable base atation Becurity needs. We agreed to 
help them with two functions: a signature and verification 
functions. They need a solution by December, but would 
prefer something by raid-November (ideally) . 

- worked with Alan Bok to better define his security needs for 
the SDR project. Contrary to hiB initial assumptions, he 
just found out that he does not have any security for 
establishing a secure -authenticated channel. He will need 

to rely on us for all the security needs, so the scope of 
our involvement may increase. In light of these events, we're 
in the process of reevaluating his overall security needs and 
also how DRM may fitB into an overall security architecture. 

- Worked with Yi to define the scope and schedule for completing 
enhancements to our demo. Dave Kennerley is anxious to show 
the demo to various audiences in the coming weeks . 



Short Term Plan: 



- Review DRM specification for upcoming Nokia meeting. 

- Continue conversations with GTS6 to solidify goals and expected 
deliverables for the base station project. 

- Continue work with Alan Bok to define the security architecture of 
his SDR demonstration syBtem. 

- As needed, work with Yi to complete and test DRM demo enhancements. 

- as needed, work with Terri Hughes regarding EPC scrambling patent. 

- As needed, review hash table patent from Michelle. 

- Revise the streaming section in our white paper. 
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Frora-MOTOROLA 
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From To:dabbish Mon Oct 15 09:13:29 2001 
Date: Mon, 15 Oct 2001 9:13:29 CDT 
To: dabbish®lab3.mot.com (Ezzy Dabbish) 
Subject: Week Ending 10-12-01 
Cc: yli@labs.mot.com (Yi Q. Li) 



- Completed personal commitments 

- completed rewrite of SDR security requirements document 



Short Term Plan: 



- Send PCS CD-ROM with the DRM demo system. 

- Deliver working DRM example to SDR project (including small toolkit build) 

- Begin work on NSS project - get crypto code from Doug. 

- As needed, review documents: 3GPP requirements, Nokia's ERT questions, 
DA requirements . . . 
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- Scrambler patent patent was completed and signed 
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Kass Karen-akk019 



(7 



Sent: 

To: 

Cc: 



From: 



Tom Messerges (Tom_Messerges-ADTL01 ©email, motcom] 
Tuesday, October 23, 2001 6:56 AM 




DABBISH EZZY-AMTE09; PUHL LARRY-ATEC16; KUHLMAN DOUG-ADK031; Juffernbruch 
Dan-ADJ001 
Re: CR00287M 



Subject; 



Karen, 



I'm not aware of any prior art. Also, I'll be able to sign 
the application today or tomorrow - although I have a 2-4pro 
meeting this afternoon. 

Regards, 

-Tom Messerges 



Kass Karen-akk019 wrote: 

> Gentlemen, is there any prior art for this case? if so, I will need copies ASAP. 



> Karen 6. Kass 

> MOTOROLA, INC. 

> Law Department 

> 1303 E . Algonquin Road 

> Sohaumburg IL 60196 

> Phone: 847-576-6364 

> Fax: 847-576-3750 
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> 



x 



Nov-14-2005 02:26pm From-UOTOROLA 



Kass Karen-akk019 



1 8475763750 



T-87I P. 025/026 F-204 



From: 
Sent: 
To: 
Cc: 

Subject: 



Ezzy Dabbish [Ezzy Dabbish-AMTE09@emailmot.coml 
Thursday, October 25, 2001 9:33 AM 
Kass Karen-akkOi 9 

MESSERGES TOM-ADTL01; DABBISH EZZY-AMTE09; PUHL LARRY-ATEC16; KUHLMAN 
DOUG-ADK031; Juffernbruch Dan-ADJ001 
Re: crO0287m^h9.tif;crO0287m-sh2.t^ 




dabblsh.vcf 



I ! m not aware of any prior art at the moment. We should be ready to sign the Assignment 
and Declaration today. Tom just informed me that she is setting up an 11:00 am with you 
today. 

thanks for your help. 
— ■ Ezzy 



Kass Karen-akk019 wrote: 

> Gentlemen, I have been informed that these are the final checkprints; and the 
specification is also attached. I have the formals on my desk ready to file, if there 
are no further changes, please advise of your schedule for signing the Assignment and 
Declaration. We would like to file this case today. In addition, Doug and Tom have come 
up with no prior art. Ezzy and Larry, do you know of any prior art? If we don't file the 
case today or tomorrow, I won't be back in the office until Wednesday of next week. 
> 



> 


Karen G. Kass 




> 


MOTOROLA, INC. 




> 


Law Department 




> 


1303 E. Algonquin Road 




> 


Schaumburg IL 60196 




> 


Phone: 847-576-6364 




A A A A i 


Fax: 847-576-3750 




> 


Name: 


cr00287m-sh9.tif 


> 


cr00287m-sh9 . tif Type : 


TIFF Image (image/tiff) 


> 


Encoding: 


baae64 


> 
> 


Name: 


cr00287m-sh2.tif 


> 


cr00287m-sh2 . tif Type : 


TIFF Image (image/tiff) 


> 


Encoding: 


base64 


> 
> 


Name: 


cr00287m-sh3.tif 


> 


cr002B7m-sh3.tif Type: 


TIFF Image (image/tiff) 


> 


Encoding: 


base64 


> 
> 


Name : 


cr00287m-sh4.tif 


> 


cr00287m-sh4.tif Type: 


TIFF Image (image/tiff) 


> 


Encoding: 


base64 


> 
> 


Name : 


cr00287m-sh5.tif 


> 


cr00287m-ah5.tif Type: 


TIFF Image (image/tiff) 


> 


Encoding: 


base64 


> 
> 


Name : 


cr00287m-sh6. tif 


> 


cr00287m-sh6. tif Type: 


TIFF Image (image/tiff) 


> 


Encoding: 


base64 
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From-UOTOROLA 



18475r63750 



T-871 P. 026/026 F-204 



Kass Karen-akk019 



(y 



From: 

Sent: 

To: 

Subject: 



Doug Kuhlman [Doug_Kuhlman-ADK031@email.mot.com] 
Tuesday, October 23,"2001 9:23 AM 
Kass Karen-akk019 
Re: CR00287M 



Karen, 



No prior art that we're aware of. I am available to sign pretty much 
any time this week — preferably tomorrow or today. I have a prior 
commitment today from about IX: 15 to 1:30 and that's the only thing on 
my schedule. 

I also have a concern about the drawings. I notice that you still have 
some old check prints from Earl Yingling. We had asked for some changes 
which do not appear on these check prints. We will need to make sure 
they are updated and correct when we do the final signing. 
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Doug 



1 



